With regard to the spread of innovative technologies, wireless sensor networks (WSNs) have great research interest in recent years. Although the WSN service is being facilitated, security related accidents are continuously incurring. In particular, many activities between mobile devices and sensor nodes take place without too much of protection of privacy information. To avoid these risks in WSN, we do need to devise the privacy care architecture to prevent the private data loss or breach especially in WSN. In this paper, we focus on WSN privacy issues with respect to mobile environments. We also suggest architecture to securely manage private data collected by WSN. It helps to protect the collected private data more efficiently and prevent the private data loss and breach.
Introduction
Wireless sensor networks (WSNs) or, in Korea, ubiquitous sensor networks, are mesh networks [1, 2] by which any tag node can signal to any other node provided it is in range. Another node automatically joins the network without human intervention [3] . It is important that a ubiquitous paradigm from anywhere, at anytime, access to a computing environment that can be expanded globally and oriented, and human-centered research and technology is one of the active. (See Figure 1 [4] ).
WSNs are being used in a wide range of application areas [5] . The major application domains are environmental, medical, military, transportation, and smart spaces. According to the latest finding from the IDTechEx report "Wireless Sensor Networks 2012-2021" [6] , WSN will grow rapidly to well over two billion US dollars for the systems in 2022. Figure 2 described that WSN market is expected to increase the revenues. They also note that the US dollar would reach over 1 billion in 2014.
The emergence of new technologies is more interested in WSN services. In particulars with regard to the spread of innovative technologies such as location-based services (LBS), smart phones, and smart pads, the applied sensor technology has great research interest in recent years. The growth of worldwide LBS market that use services including SNS and personal navigation began growing rapidly in 2008 and will reach US $8.2 billion in size by 2014, according to Gartner [7] . In this way, more significant is the continuing growth of sensor network services.
WSNs bring privacy challenges to a fundamental matter about a security vulnerability of wireless services during data collection and data transmission. Security and privacy issues in WSNs have been always part of research interest. Some works [8, 9] have focused on providing the core security services such as confidentiality, integrity, and availability. While these are security requirements, they are not sufficient to ensure the legal protection. In the case of Korea [10, 11] , the protection of the private data to prevent the collective personal information has to be closely related to the government's regulatory efforts. Therefore, it is very important to understand the associated privacy regulations including location information on WSN. To achieve this, we can suggest controlling architecture for private data between the data protection technology and the related law and regulations.
The rest of this paper is organized as follows. In Section 2, we briefly describe principles based on the Korean privacy law and regulations for WSN and outline some related research. Section 3 discusses privacy concerns related to WSN services. Section 4 introduces our architecture, which 2 incorporates 3 key compositions for privacy protection in WSN, and we present an overall flowchart by leveraging the usability of our architecture. Section 5 presents the system performance through simulation. Finally, in Section 6, we conclude and discuss some ideas for future research work. [10, 12] in order to protect the users' private data and location information.
Background and Related Works
There should be some rules in accessing the personal information on WSN.
Collect Personal Information Only What Is Necessary for
Attaining the Purpose. In case the acquirer (or the service provider, the handler for data, etc.) wishes to collect private information by many sensors in WSN, it must obtain the consent of subjects. In particular, the unique identifying or sensitive information, such as a social security number, is not stored or is only used for encryption.
Use or Provision Only If Necessary. Except for cases
where there was a consent of subjects, the acquirer may not use or provision private data collected by sensors beyond the scope specified or notified in the purpose or provide it for a third party. The reason is that accessing private data beyond necessity may burden the acquirer with compliance issue.
Data Collection and Transmission among WSN Nodes
Are Critical. The private data often get accessed during the data collection and delivery. The acquirer must take security measures, such as designating those with access authority or using encryption. When the use purpose is accomplished, the acquirer must immediately destroy any private data collected by WSN.
Information on
Owner's Rights Is Important. The information owner must be notified in case of a private data breach. Also, he or she may request the acquirer at any time to suspend or withdraw their personal information. In this case, he may not refuse this request.
These principles can be used by secure information management in WSN. In this paper, we are to focus on the private data collected by WSN and the individuals' sensitive information transferred from the relevant node to the acquirer, the service provider, and so forth.
Related Research Works.
With the extensive application of WSN services, security and privacy issues have been always part of interest research.
Recently, in research works for WSN [8, 13, 14] , more emphasis was given to WSN privacy issues. They discussed the method of various attacks and threats. They are also addressed that securing the WSN in general opinion needs to consider the classical security properties such as confidentiality, integrity, authenticity, and availability. Then, we can realize that privacy is the important part of WSN by these research works. Al Ameen et al. [15] discuss privacy issues and analyze their possible measures for healthcare applications. They also have specifically addressed security and privacy issues with respect to various environments. Practically, Dimitriou and Ioannis [16] discuss some security concerns and issues in biomedical sensor networks that need further consideration such as run-time composition of security services for practical sensor system. In order to build a reliable WSN for smart grid, Liu [17] presented an application of relevant cyber security and privacy issue and developed unified frameworks for identification of applications in smart grid.
Thus, the concern that many people have is how to remedy the problem of private data breach and protecting privacy information in WSN. Existing research in wireless sensor networks focused on the basic security features, but it does not meet to provide appropriate security features in wireless services when laws related to privacy were enacted.
Our work can be achieved mainly by focusing on the basic security features and the safety for compliance with the specific requirements. Also, we focus on WSN privacy issues with respect to mobile environments. We illustrate architecture to securely manage private data collected by WSN and also design the integrated system where we could link the protection method closely with the private data protection law and regulation in Korea. This architecture is to first verify that the user through authenticated connections, and it is to gather information regarding the way that the user is accessing the system in wireless networks, and it is to share data among validated WSN sensors.
Privacy Issues in WSN
Security for data integrity and accuracy, in particular privacy, is a critical issue in WSN. Many activities between mobile devices and sensor nodes take place without too much of protection of privacy information [4, 18, 19] . For example, the individual who uses services such as a location-based service and a geographic information system can access remote applications via wireless networks. In order to use services, the device may provide personal data to the acquirer.
However, use of services among WSN sensors has led to the danger of personal details including personal data and its location. In particular, road services can be linked to an individual according to current location of driver, and it has no difficulty to collect personal data on WSN. The danger of personal identity breach and the magnitude of its damage are more serious when malicious hackers are trying to steal collected data. Thus, it is clear that WSNs have privacy issues [1, 8, 9] .
(i) Data Collection. The extensive application of WSN services, and in particular LBSs, provides a great convenience for people's lives. It is possible to access mobile users' location information anytime and anywhere, so most people who use LBS are due to convenience, but they cannot realize that the sensor was collecting their data during the service. The acquirer can gather unprecedented amounts of personal information. They may also collect more personal data than the minimum required for the purpose for which it is collected. (ii) Data Transmission. In case WSNs allow for transmission of collected data to third party, although there are regulations that require consents by the information owner to such transfers, they are rarely enforced. Private data collected by a sensor can also be in other people's hands so easily when some people with malicious intentions are trying to steal data. (iii) Data Sharing. The challenge in data privacy is to share data while protecting personally identifiable information [20] . In WSN, sensor nodes can also sense the physical movement and status related to an individual, and they are used for sharing sensed data. Then, because unknown people can access public sensor nodes, sharing on WSN can have a serious impact on an individual's activity.
To avoid private data disclosing risks in WSN, mobile devices need to consider whether any sensitive personal information is being collected or transferred. They also should review whether it is still necessary for the purpose for which it was collected.
Proposed Privacy Care Architecture (PCA) in WSN
In WSN, there are many data to be collected to use any given service. There are personal data to be collected and transferred during the service for a mobile device. The service provider sometimes requires sensitive or private information which includes mobile device data that are used for personal, and the mobile device may provide personal information to the acquirer in order to use services. In these processes for mobile services, there is concern over the potential dangers of wireless networking. Personal data can be collected and may be transferred even without the knowledge of the information owners who use the service. In addition, the magnitude of its damage is more serious when malicious hackers are trying to steal collected personal information. For this reason, we do need to devise the privacy care architecture (PCA) to prevent the private data loss or breach especially in WSN. We are proposing the PCA which is provided to data for secure transaction. To illustrate the concept, we provide the overview of process for protecting the private data as shown in Figure 3 . The figure depicts how architecture works between users and service providers. The PCA for private data can be classified into major keys of (1) a private data gathering, (2) a validity examination based on policy, and (3) a report data collector.
WSN can overcome physical network infrastructure limitations, so it can link many people who have a mobile device. Sensor nodes can be collected for continuous location sensing, event detection, and personal data. These privacy information collected from the users should be stored without unique identifying or sensitive information and used for encryption. This means that, it must collect, use, or provide the least amount of data necessary for attaining the purpose for which it is collected. The privacy data gathering classifies collected personal data on WSN users in order to manage effectively. Collected data of a person or mobile is classified into static privacy information and dynamic privacy information. Static privacy information continuously maintaines personal data such as name, home or work address, or telephone number until an individual withdraws from the requesting service. Dynamic privacy information, called context information, means the cookie information that informs the user's current status and location information, and so forth.
All personal data collected from the users can be transferred from the acquired point on the local node to the aggregation server. In this architecture, security functions such as authentication and IDS can be applied at the privacy care system (PCS) to monitor the event detection. This is an authentication method that combines user information relating to an identified or identifiable person with device information. In general, the information owners or the acquirer can use a signed certificate. The device information based on dynamic privacy information and identifiers such as the unique serial number issued by the manufacturer must be considered as exact contexts, and it may be aggregated by wireless sensor nodes. In this case, the basic service may be provided if the location information includes public places such as on road reserve. There may also be refused a request if necessary.
The PCS shown in Figure 4 is given authority according to that of the authentication information relating to an authenticated or trustable person. A label entity can be created based on their authentication factors and values. This is an encrypted data, and it contains information that help the system know about the request. A label entity is to provide an authenticated user, so it can verify an accessed user. These are designed to help users protect their personal information. Gather data from sensor nodes:
Decrypt the encrypted data: Are there specific rules that can be compared?
Provide privacy policies to the system:
Is it possible to perform?
Retain the information on a proposed system:
Has counter has service
Remove data of the expired purpose from a proposed system and a acquirer: The authenticated person enables access to data based on the label entity. In order to provide the requested service, we suggest the validity examination based on policy for systematic verification. The key composition plan involves defining the laws about protecting and managing user information and based on these providing the rule about privacy information management. Verification on information based on defining rules is enabled in order to efficiently and systematically manage the data, which is trusted by the PCS in WSN. Data should be used to determine whether or not the data access is permitted. Data is reviewed for whether it is still necessary for the purpose for which it was collected. It also examines the purpose whether this information is suitable for WSN by rules. For example, if the data is acquired at sensor node, it can immediately examine the suitability between the request and the rule for collecting. But in fact, the process of data collection in WSN has some more vulnerability because many sensor nodes can collect and manage private data remotely. The requirement for which it is collected may be changed if the user changes the service in a mobile device and moves to another area and also may have privacy implications. Thus, there should be an examination in accessing the information by periods.
In the report data collector, all process data collected from sensor nodes are recorded. This means that the acquirer must make sure that data confirming the collection, use, and provision of privacy information will be automatically recorded and preserved by the system. The process data is a record, which reports the function to monitor a user from making a request of private data by leaving a log to track which user of the system requested whose information for what purpose and when. The handler or the administrator, who coordinates the personal information protection system, can allow services to examine the details of the technical and managerial measures. It is also possible to set and later change automated retention period or data deletion. Because individuals are being made aware of their personal data being processed, we should be informed about data use to the information owners and also must be notified in case of a data loss or breach. Figure 5 represents the example of prototype for setting the privacy rule in the privacy care system (PCS).
Evaluation
As we mentioned earlier, security in WSN is a major issue as it deals with private data or operative in exposed environments. So, WSN with various security functions should be considered as the important factors that affect the performance. In a security process for WSN, these processes are particularly difficult to ensure the good performance that because resources are limited in a tiny sensor network and that because these environments are low power devices.
Here, we have proposed a method for security features, and it achieves better performance and results by using a tiny security label. In order to simplify the testing environment and the algorithms, this research can have the same transaction size by the same information owner and also can compare the performance from before and after the test by applying the security methods. For operating in a simulated environment, the PCA is composed of two components. One is the server, which protects the private data, is implemented in the Windows 7 operating system, and the development language of server is jsp and java. The second is the client, which is the mobile device, which is used to implement Android 2.2. The performance method can be useful for calculating the response time for message through a process. This process involves requesting access to wireless network data, based on security rules, processing the request about privacy management, and completing the access request for a user. We can see that the time taken performance is an insignificant difference between the PCS and the general system without privacy care (see Figure 6 ).
The figure represents the time taken depending on the number of users connected to the transaction. Two systems (the privacy care system and the nonprivacy care system) use the same simulation environment and compare the average time it took for transactions in each system. In the table in Figure 6 , as the number of users increases, its time taken also increase. Instead, there is only a very slight difference in time performance in view of the concept that performance is inversely proportional to the security of system. The graph on the right is based on the results of the time taken. The solid line represents the time taken from privacy care system by applying the security methods. The dotted line represents the average time taken for transactions of the existing system such as nonprivacy care. As shown in the graph, the performance result that applies for security function is really not much different from the change in network environments.
Based on these experimental results, our approach can offer better reliability than the previously studied general systems. Data can be protected through preventing the theft of private data that can incur on mobile environments by defining the policy for privacy care. Thus, the PCA is a very effective way to prevent the illegal use and the information leakage in WSN.
Conclusion and Future Work
The development of information technology and network has significantly changed people's lives and also contributed a growing impact on social and business environment in Korea. It is no exception for a wireless sensor network area that it has innovated the ways we communicate wirelessly and form ad hoc networks in order to perform some specific operation. WSNs have very broad application domains, and it means providing related network services including medical, military, transportation, and smart spaces. Although the WSN service is being facilitated, security related accidents and in particular privacy are continuously incurring because group or some people with malicious intentions make large volumes of information easily available through remote access.
In this paper, we focus on WSN privacy issues with respect to mobile environments. This research suggested architecture to securely manage private data collected by WSN. We also designed the integrated system where we could link the protection methods closely with the private data protection law and regulation in Korea. We argue that the integrated system will provide the reliability of the sensor service in the exposed wireless environment as a policybased solution, which helps to protect the collected private data more efficiently. It also helps to prevent the private data loss and breach through the authentication information related to places or the environment. As a leveraging system, the PCA will play a role in protecting the private data on WSN. As part of this work, the privacy care system provides technical support to policies based on specific requirement of the security. Testing in local environment is not difficult, but we require a huge infrastructure that protects all the nodes in order to the actual implementation and use in a real environment. So, it takes time and effort to apply this security method in WSN. We plan to pursue the related research on establishment of trustful service environment on WSN by conducting the studies on processing speed, power, and storage capacity.
